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Abstract Motivated by security issues in networks, we study the problem of
incentive mechanism design for dynamic resource allocation in a multi-agent
networked system. Each strategic agent has a private security state which can
be safe or unsafe and is only known to him. At every time, each agent faces
security threats from outside as well as from his unsafe neighbors. Therefore,
the agents’ states are correlated and have interdependent stochastic dynamics.
Agents have interdependent valuations, as each agent’s instantaneous utility
depends on his own security state as well as his neighbors’ security states.
There is a network manager that can allocate a security resource to one agent
at each time so as to protect the network against attacks and maximize the
overall social welfare. We propose a dynamic incentive mechanism that implements the efficient allocation and is ex-ante (in expectation) individually
rational and budget balanced. We present a reputation-based payment that
mitigates any risk that the agents or the network manager may face to get a
negative utility or to run a budget deficit, respectively, for some realizations of
the network stochastic evolution. Therefore, our results provide a dynamic incentive mechanism that implements efficient allocations in networked systems
with strategic agents that have correlated types and interdependent valuations,
and is approximate ex-post individually rational and budget balanced.
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networks · strategic agents.
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1 Introduction
Studying the dynamic behavior of strategic agents in networks, where each
agent’s state and utility are influenced by his interactions with his neighbors,
is a topic that has recently drawn the attention of many researchers in many
areas of applications. Examples of such applications include opinion dynamics in social networks [1], epidemics spreading over a population [40], dynamic
adoption of new technologies and products over networks [24], and network security [34]. In this paper, we formulate and study a problem of incentive design
in a dynamic networked system motivated by a network security application.
We consider a network of strategic agents who are exposed to cyber-threats
and attacks from both outside and their neighbors over time. In this network,
evolutions of the agents’ security states are inter-temporally correlated as an
agent that is occupied by an attacker at time t can be used to launch attacks
to his neighbors at time t + 1. We assume that the agents have interdependent
valuations as the utility each agent gets in the network depends not only on
his own security state (type), but also on the security states of his neighbors
with whom he is connected over the network.
The process of spreading attacks through a network can lead to costly
cascades unless controlled by an external intervention. For this purpose, there
is a network manager (she) in the system who is responsible for protecting the
network against attacks by dynamically allocating certain/limited resources
to the agents who are most crucial for security enhancement over time. To
determine the crucial agents, the manager needs to know all agents’ security
states. However, at every time, each agent’s security state is his own private
information. Therefore, a strategic agent may have an incentive to misrepresent
his private security state to strategically manipulate the network manager’s
allocation decisions so as to increase his own utility. As a result, to elicit the
agents’ true security states the network manager needs to provide additional
incentives to each agent so as to align his individual utility with the network
overall security (i.e. social welfare) she is attempting to maximize, considering
the agents’ correlated types and interdependent valuations.
One of the standard approaches to incentivize strategic agents is to provide monetary incentives to them. Monetary incentives give agents rewards
or penalties based on the information they share with the network manager.
To provide monetary incentives the network manager must design incentive
mechanisms that consist of two components: (1) a message space, that is, a
communication alphabet through which the agents can send information to the
network manager; and (2) an outcome function that maps vector of messages
into allocation decisions and monetary payments/taxes. These components
must be designed so as to align the selfish objective of each agent with the
social objective and hence motivate agents to reveal their information to the
network manager who is maximizing the social welfare, truthfully.
In addition to social optimality, incentive mechanisms are required to satisfy two additional constraints, namely maintaining a balanced budget and ensuring individual rationality. Budget balance is a requirement on the monetary
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incentives the mechanism offers to the agents; it ensures that at equilibrium
the network manager redistributes agents’ payments entirely and exclusively
as rewards to other agents, and on the average she neither retains a surplus
as profit nor sustains losses, but merely uses monetary payments as a regulatory tool. Individual rationality ensures that on the average each agent prefers
the outcome attained from participating in the mechanism, to what he could
attain by unilaterally opting out.
In this paper, we propose a dynamic incentive mechanism for agents with
correlated types and interdependent valuations that is individually rational
and budget balanced, and enables the network manager to achieve the socially
efficient outcome. Our result is in contrast with the existing impossibility results for incentive mechanisms that are socially efficient, individually rational,
and budget balanced in static settings [39]. We show that in dynamic settings
we can exploit the inter-temporal correlation among the agents’ security states
so as to design a dynamic incentive mechanism that is social welfare maximizing, individually rational and budget balanced. Specifically, we determine a
set of inference signal s for the agents’ security states over time. Utilizing the
proposed set of inference signals, we characterize set of monetary payments for
each agent that aligns his objective with the designers’ objective, and ensures
individual rationality and budget balance.
Moreover, by using a collection of past inference signals instead of just the
most recent ones, we present a reputation-based payment for every agent that
achieves approximate ex-post individual rationality and budget balance of the
proposed mechanism. Ex-post individual rationality guarantees that for every
realization of the stochastic network’s operation (and not only in expectation)
agent do not regret participating in the mechanism. Ex-post budget balance
ensures that for every realization of the stochastic network’s operation the
network manager does not incur any budget deficit/surplus.

1.1 Review of Related Works
There is a growing body of literature on network security games (see [34, 36]
and references therein). A strand of literature study the interactions between
network agents and the attacker as a two-player attacker-defender game where
all the agents are treated as one player [7, 27, 33]. This class of papers neglects
the strategic interactions among the agents within the networks and treat them
as one agent which tries to defend/protect the network against an external
strategic attacker. Another class of papers [18, 21, 29, 31, 41, 42], study the
interactions among interdependent strategic agents with misaligned objectives
within the network as a network game (see [20, 30] and references therein),
assuming that the attacker’s behavior is exogenously fixed. For instance, the
work of [21] studies a network security game and shows that performance at
equilibrium compared to the social optimum can be very poor and tends to
decrease with increases in network size and the agents’ interdependency. In our
work, we also study the dynamic interactions among strategic agents within a

4

F. Farhadi, H. Tavafoghi, D. Teneketzis, and S. J. Golestani

network. However, we study the design of an incentive mechanism to improve
the overall security in a network rather than analyzing the resulting security
game for a given environment.
The existing literature on mechanism design for network security considers mainly static environments where agents make a decision once [26, 32, 39].
The works of [32] and [26] consider static settings and investigate the role of
cyber-insurance as an incentive instrument for agents to increase their security investment in self-protection. The authors in [39] studies a general form
of mechanism design problems for increasing security in static networks and
shows that there exists no incentive mechanism which can implement socially
efficient outcome and simultaneously ensures individual rationality and budget
balance. In contrast to [26, 32, 39], we study the problem of designing incentive mechanisms in dynamic environments. Our paper contributes to this set
of literature by showing that the impossibility result shown in [39] does not
apply to dynamic settings.
In dynamic environments, an agent’s strategy choice at each time depends
on his strategy at other times. Therefore, on one hand, the problem of incentive mechanism design is more challenging in dynamic environments as an
agent has more opportunities to deviate by coordinating his strategies over
time. But on the other hand, the long-term interactions between the network
manager and the agents present in dynamic environments create new opportunities to design invective mechanisms, and thus, offer a richer family of incentive mechanisms to choose from compared to those in static environments. In
this paper, utilizing history-dependent monetary payments that exploits the
inter-temporal interdependence between agents’ security states, we design an
incentive mechanism for dynamic environments that implements the socially
efficient outcome, ensures the agents’ incentive compatibility and individual
rationality, and is budget balanced. The fact that the long-term interactions
between the agents and the network manager could be beneficial in designing
incentive mechanisms has been previously shown within the context of repeated games in [16] in a general but simple setting and in [21, 38] for specific
settings motivated by network security applications. Our work is different from
those in [16,21,38] that consider repeated game settings in two aspects: (1) We
take a mechanism design approach rather than analyzing a fixed game setting.
(2) In repeated game settings there is no system dynamics, and the potential
improvements in repeated settings compared to static settings demonstrated
in [16, 21,38] is just due to the reputation that agents try to form over time to
avoid punishment. Our work provides another insight for potential advantages
of dynamic incentive mechanisms by capitalizing on the coupling among the
agents’ security states over time.
The model we consider in this paper is also related the literature on
Susceptible-Infected-Susceptible (SIS) epidemic models over networks when
the agents are strategic (see [40] and references therein). The existing literature on SIS epidemic models have mostly studied settings with non-strategic
agents. A set of papers assume a homogeneous continuum of agents connected
over a random graph model and study the SIS epidemic process using differen-
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tial equations (see [2] and references therein). Epidemic SIS models over fixed
networks with non-strategic agents have been studied in [11, 12, 17]. The work
of [12] provides a dynamic policy for allocating a fixed amount of security
measures to a set of non-strategic agents in the network, at each time instant,
so as to minimize the expected extinction time of the epidemic. In [11], the
authors provide a lower bound on the expected time for extinction under any
such dynamic allocation policy. The impact of network topologies in the persistence of epidemics is studied in [17]. The authors in [15,43] study variations of
SIS epidemic models over networks with strategic agents. In [43], the authors
investigate a static game where strategic agents make one-time investment
decisions in their security which then affect the epidemic process. The work
of [15] studies a dynamic marketing problem on networks using a SIS epidemic
model, and investigates a game problem between two firms which compete for
market shares over the network.
The mechanism design problem we consider in this paper can be viewed
as a dynamic resource allocation mechanism with strategic agents. The existing literature on resource allocation mechanisms have mostly focused on
static problems. The work of [25] studies the resource allocation problem in
a static network with non-strategic agents. For settings with strategic agents,
the works in [8,19,44] use the well-known Vickrey-Clark-Groves (VCG) mechanism and achieve the socially efficient outcome when the agents have private
valuations, meaning that each agent’s utility depends only on his own type
and the network manager’s action, not on the other agents’ types; however,
the VCG mechanism utilized in [8, 19, 44] is not budget-balanced. The works
by Arrow [3] and d’Aspremont and Gerard-Varet [10] propose a static efficient mechanism, called AGV mechanism, that is budget-balanced, but is not
individually rational. The authors in [13, 22] take an implementation theory
approach and propose resource allocation mechanisms for static settings that
are simultaneously social welfare maximizing, budget balanced and individually rational. In dynamic settings, the work of [5] presents an extension of the
VCG mechanism to a network of agents with dynamic independent types and
private valuations, which is socially efficient but not budget-balanced. In [4] the
authors propose a generalization of the AGV mechanism to a dynamic environment; this mechanism achieves social efficiency and budget balance when the
agents have private valuations, but is not individually rational. Liu [35] considers a dynamic mechanism design problem for agents with correlated types and
interdependent valuations, and utilizes the correlation among agents’ types to
provide a mechanism that is socially optimal and budget balanced.
The mechanism we propose in this paper is inspired by [35]. Nevertheless, our results are distinctly different from those of [35] in the following
three aspects. First, in contrast to Liu ( [35]) who proves only the existence
of an efficient dynamic mechanism, we characterize explicitly an efficient dynamic mechanism for the specific model considered in this paper. Second,
Liu’s mechanism is budget balanced but not individually rational; our proposed mechanism is both individually rational and budget balanced. Third,
and most importantly, a drawback of the mechanism proposed in [35] is that
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it exposes the agents and the network manager to the risk of negative utility
and money deficit, respectively, for some realizations of the network’s stochastic evolution. Our proposed mechanism alleviates this drawback by ensuring
the approximate ex-post individual rationality and budget balance, and this
effectively eliminates any risk for the agents and the network manager.

1.2 Outline of the Paper
The rest of the paper is organized as follows. We present our model for the dynamic network security problem with strategic agents in Section 2. We formulate the dynamic incentive design problem in Section 3 and describe the mechanism we propose as the solution in Section 4. In Section 5, we show that the
proposed mechanism can incentivize agents to reveal their information truthfully, while ensuring budget balanced and individual rationality. In Section
6, presenting reputation-based payments, we enable our incentive-compatible
mechanism to achieve both approximate ex-post individual rationality and
budget balance. In Section 7 we study the problem the network manager must
solve to find a socially efficient outcome after the agents disclose their information. We conclude our paper in Section 8. The proofs of all the results that
appear in this paper can be found in the appendix.

2 Model
We consider an environment with n strategic agents who are living in distinct
nodes of an interconnected network interacting over time t ∈ T := {0, 1, 2, . . .}.
There is a network manager in the system who is responsible for the security of
the network and for protecting it against attacks. We represent the network by
a directed graph G = (N , E), where N = {1, ..., n} denotes the set of strategic
agents and E denotes the set of directed edges. Agent j is said to be a neighbor
of agent i if there is a directed edge from j to i in the graph, i.e. (j, i) ∈ E.
Let N i := {j : (j, i) ∈ E} denote the set of agent i’s neighbors. The security
of agent i depends on the security of each of his neighbors j ∈ N i , as attacks
could be propagated from j to i through the edge (j, i). The strength of this
dependence is determined by the probability of spreading attacks from j to i
which is denoted by lji ∈ (0, 1]. Let L := (lji ) denote the dependence matrix
of the graph. The dependence matrix L contains non-zero elements lji if and
only if j ∈ N i .
At each time t ∈ T , each agent i ∈ N can be in one of two security states:
safe or unsafe/attacked. We denote the security state of agent i at time t by
θti ∈ Θ := {0, 1}, where θti = 1 indicates that agent i is safe and θti = 0
indicates that he is unsafe. At any time t ∈ T , if agent i is safe, i.e. θti = 1, he
may be attacked directly from outside with probability di , or indirectly from
any of his unsafe neighbors j ∈ N i with probability lji . The topology of the
network G, the dependence matrix L, and the probabilities of external attacks
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di , i ∈ N , remain fixed over time. At each time t, the security state θti of agent
i, which is also referred to as agent i’s type, is his own private information and
cannot be observed by either the network manager or any other agent. We
denote the security state of the network at time t by θ t = (θt1 , . . . , θtn ) ∈ Θn .
The network manager’s goal is to maximize the overall security of the
network, which is measured by the social-welfare. At each time t, the network
manager has one security measure and can selectively choose one of the agents
at ∈ N to whom she applies the security measure. Applying the security
measure enhances the security of the chosen agent at in two ways: (1) It helps
at to restore his safety, if he is in the unsafe state, i.e. θtat = 0; (2) It builds a
firewall around agent at that may protect him from external attacks. These two
objectives are met independently, each with probability of success h ∈ (0, 1].
During each time t ∈ T , as a result of network manager’s action at as well
as new direct attacks from outside, and the propagation of internal attacks
in the network, the network’s state evolves from θ t to θ t+1 according to the
following Markovian dynamics:
P{θ t+1 = b|θ t , at } =

n
Y

i
P{θt+1
= bi |θ t , at }, ∀b = (b1 , . . . , bn ) ∈ Θn ,

(1)

i=1

where,


0,
θti = 0, i 6= at



i
h(1 − di (1 − h)) Q
j∈N i :θtj =0 (1 − lji ), θt = 0, i = at
i
Q
,
P{θt+1
=1|θ t , at }=

θti = 1, i 6= at
(1 − di ) j∈N i :θtj =0 (1 − lji ),


(1 − d (1 − h)) Q
θti = 1, i = at
i
j∈N i :θtj =0 (1 − lji ),
(2)
i
i
and P{θt+1
= 0|θ t , at } = 1 − P{θt+1
= 1|θ t , at }. We assume that the external
attacks and spreading of internal attacks within the network are independent
across different agents. Therefore, given the previous state θ t and the network
manager’s action at , the state transitions of each agent occur independently
as in (1). Equation (2) describes these transitions: (i) if agent i is unsafe and
he does not receive any security measure from the network manager at time
t, he remains to be unsafe at the next time t + 1; (ii) if agent i is unsafe, but
he receives the security measure, he restores his safety if the security measure
is successful in its first objective (prob h). Agent i will keep this safety until
the next time t + 1, if he is not subject to any external attacks from outside
(prob
1 − di (1 − h)) or any internal attacks from his unsafe neighbors (prob
Q
i
j∈N :θtj =0 (1 − lji )); (iii) if agent i is safe and he does not receive the security
measure, he will remain in the safe state if he is not attacked
Q from outside (prob
(1 − di )) and he is not attacked from his neighbors (prob j∈N i :θj =0 (1 − lji ));
t
(iv) if agent i is in the safe state and he is receiving the security measure, he
will remain safe if he is not attacked from outside (prob
(1 − di (1 − h))) and
Q
he is not attacked from his unsafe neighbors (prob j∈N i :θj =0 (1 − lji )). It is
t
clear from (2) that in this problem, the agents’ types are correlated with each
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other, as the evolution of each agent’s type depends on his neighbors’ security
types (whether they are safe of unsafe).
Moreover, agents have interdependent valuations, meaning that each agent’s
utility is not only affected by his own security state, but also depends on the
security states of his neighbors. At each time t ∈ T , each agent i ∈ N has
an interdependent valuation that depends on his own security state θti , the
security index of his neighborhood sit , and the security measure he may or
may not receive from the network manager. The security index of agent i’s
neighborhood at
as the weighted average of his neighbors’
n time t is defined
o
j
i
security states θt : j ∈ N , where the weights are the dependencies lji of
agent i on each of his neighbors j ∈ N i . That is,
P

sit (θ t )

j∈N
= P

i

lji θtj

j∈N i

lji

.1

(3)

Specifically, the valuation of agent i at time t is given by
v i (θ t , at ) = θti + α1{θi =1 or at =i} sit (θ t ),
t

(4)

where 1{A} is the indicator function of an event A and 0 < α < 1 captures
the value of a safe neighborhood to an agent i. According to (4), agent i cares
about the security index of his neighborhood only if he is in the safe state
or he is receiving a security measure at time t, i.e. {θti = 1 or at = i}. This
is because when agent i is unsafe and does not receive any security measure
at time t, irrespective of his neighbors’ security states, he has no chance to
become safe at the next time t + 1.
At each time t ∈ T , every agent i ∈ N may receive or make a monetary
payment pit to the network manager. This payment can be any positive or
negative real number; if pit > 0, then agent i pays money (tax), whereas
pit < 0 implies that agent i receives money (subsidy). Therefore, the total
instantaneous utility of agent i at time t is given by,
uit (θ t , at , pit ) = v i (θ t , at ) − pit .

(5)

All agents discount the future with a common discount factor δ ∈ (0, 1)
which measures how much the agents value a future utility over the current
one. Therefore, the total utility of each agent i from time t = 0 to ∞ is given
by
∞
∞
X
X
U i = (1 − δ)
δ t uit (θ t , at , pit ) = (1 − δ)
δ t [v i (θ t , at ) − pit ],
(6)
t=0

t=0

1 Notice that from the technical point of view, the weights in this weighted average do
not need to be necessarily the same as lji . We can define the security index of agent i’s
neighborhood based on any arbitrary set of weights and all the results continue to hold.
However, the dependencies lji s are the most natural choice according to the model.
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where (1 − δ) is a normalization factor. Each strategic agent makes strategic
decisions to maximize his own utility function U i . However, the network manager’s objective is to maximize the overall expected security of the network,
expressed by the social welfare W defined by
W = E{(1 − δ)

∞
X
t=0

δt

n
X

v i (θ t , at )}.

(7)

i=1

The network manager’s problem would be a standard stochastic control
problem (Markov decision problem) if she knew the agents’ security states θ t
at each time t. However, this information is unavailable to her, as for each
i ∈ N , θti is agent i’s private information. Thus, in order to make an optimal
decision at any time t, i.e. to choose the agent to whom she applies the security
measure, the network manager has to elicit information about each agent’s
security state. Since agents are strategic and are only working towards their
own objective, they do not voluntarily reveal their information to the network
manager whose objective is different from theirs. As it can be seen in (2), if it
had not been for the (incentive) payments pit , each agent would always prefer
to receive the security measure at every time. Therefore, the manager needs
to design an incentive mechanism so as to align the agents’ objectives with
her own objective. In the next section, we formulate the network manager’s
problem as a dynamic mechanism design problem. Then, in Section 4, we
present a dynamic incentive mechanism to solve the problem.

3 Dynamic Incentive Design Problem
A dynamic incentive mechanism specifies the set of messages Mit that each
agent i ∈ N can use at each time t ∈ T to transmit information to the
network manager, along with the decision rule the manager commits to use
for decision making based on the transmitted messages. A mechanism could
be very complicated since there is no restriction on the set of messages Mit .
However, the revelation principle for dynamic games [37] states that without
loss of generality the network manager can restrict her attention to dynamic
direct mechanisms satisfying incentive compatibility.
A direct mechanism is a special class of mechanisms where each agent’s
set of messages at each time t is the same as his type space, i.e. Mit = Θ,
i ∈ N , t ∈ T . The term direct is due to the fact that at each time agents are
asked to directly report their private information. In response to this request,
at every time t, each agent i publicly reports a type rti which is not necessarily
the same as his actual security type θti . Then, a public allocation decision at
and a transfer pit to each agent i are made as functions of the current report
profile r t = (rti , i ∈ N ) ∈ Θn and the time-t public history ht . The time-t
public history contains all reports and allocations up to time t − 1, i.e.,
ht := {r s , as , s ≤ t − 1}.

(8)
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Let Ht denote the set of all possible public histories at time t. Formally, a
dynamic direct mechanism (a(·), p(·)) = {at (·), pit (·), i ∈ N , t ∈ T } consists
of two components: (i) an allocation policy a(·) = (at (·), t ∈ T ), where at :
Θn × Ht → N determines the agent who receives the security measure at time
t, and (ii) a tax function p(·) = (pit (·), i ∈ N , t ∈ T ), where pit : Θn × Ht → R
determines the monetary payment (or the negative of the monetary incentive)
that agent i makes (receives) at time t based on the current report profile r t
and the time-t public history ht .
In this mechanism, a reporting strategy for agent i at time t is a function
σti : Θ × Hti → ∆(Θ) that maps each pair of his time-t security type θti ∈ Θ
and time-t private history hit ∈ Hti to a probability distribution on his type
space according to which agent i chooses his report. Here ∆(Θ) denotes the
set of all probability distributions on Θ. The private history hit of agent i at
time t consists of the time-t public history ht and the sequence of agent i’s
private information {θsi , s ≤ t − 1} up to time t − 1, i.e.,
hit = {r s , as , θsi , s ≤ t − 1}.

(9)

A dynamic direct mechanism is incentive compatible (IC ) if at every time
t, every agent i prefers truth-telling strategy to all future reporting strategies
{στi , τ ≥ t} he can adopt, given that the other agents report truthfully, i.e.

E{(1 − δ)

∞
X

h
i
−i i
i
i
δ τ −t v i (θ τ , aτ (θ −i
,
θ
,
h
))
−
p
(θ
,
θ
,
h
)
τ
τ }≥
τ
τ
τ
τ
τ

τ =t

E{(1 − δ)

∞
X

h
i
−i
i
i
i
i
i
δ τ −t v i (θ τ , aτ (θ −i
τ , στ (θτ , hτ ), hτ )) − pτ (θ τ , στ (θτ , hτ ), hτ ) },

τ =t

(10)
for all i, t, {θ τ , τ ≤ t} and {στi , τ ≥ t}, where the expectation is taken with
respect to the dynamics of the network given by (1) and (2). In other words,
a direct mechanism is incentive compatible if and only if truth-telling is a
Bayesian Nash equilibrium.
Since the network manager cannot force strategic agents to join the mechanism, she needs to ensure that the agents voluntarily participate in the mechanism. Agent i voluntarily participates in the mechanism (a(.), p(.)) if on the
average, the utility he gains at the truth-telling equilibrium, is greater than
or equal to the reservation utility/outside option U0i (a) he obtains when he
does not participate in the mechanism. We note that the outside option is
endogenous, i.e. it depends on the specification of the mechanism. This is because, when agent i unilaterally opts out of the mechanism, his utility still
depends on the allocation rule a through the externality he receives from the
other agents’ participation. Therefore, agents’ voluntary participation in the
mechanism is ensured by the following individual rationality (IR) constraints
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as follows,
E{(1 − δ)

∞
X

h
i
−i i
i
i
i
δ τ v i (θ τ , aτ (θ −i
τ , θτ , hτ ))−pτ (θ τ , θτ , hτ ) } ≥ E{U0 (a)}, ∀i∈N .

τ =0

(11)
Furthermore, it is desired that, at truth-telling equilibrium, the expected
value of all money collected from the agents (i.e. taxes) equals the expected
value of all money paid out to them (i.e. subsidies). This means that the entity
running the mechanism neither profits nor subsidizes but merely uses monetary
payments as a regulatory tool. This requirement called Budget Balance (BB),
can be written as
E{(1 − δ)

∞
X
τ =0

δτ

X

i
piτ (θ −i
τ , θτ , hτ )} = 0.

(12)

i∈N

Therefore, we can formulate the dynamic incentive design problem for the
network manager as follows:
max E{(1 − δ)

a(·),p(·)

∞
X
t=0

δt

n
X

v i (θ t , at )},

(13)

i=1

subject to IC constraints (10), IR constraints (11) and BB constraints (12).
The incentive design problem formulated in (13) is a dynamic mechanism
design problem with agents with correlated types and interdependent valuations. It is dynamic in the strategic sense since the incentive constraints of
the agent at each time t depend on their decision strategies at other times
(see 10). Moreover, according to (1)-(2), the evolution of each agent’s security type depends on the other agents’ security types; therefore, the types of
different agents are inter-temporally correlated. Furthermore, because of (3)(4), each agent’s valuation is not only affected by his own security state, but
also influenced by the security states of his neighbors; hence the agents have
interdependent valuations. As a result of the correlation among agents’ types
and the interdependency among agents’ valuations, the dynamic extensions
of the classical Vickrey-Clarke-Groves (VCG) and d’Aspremont and GerardVaret (AGV) mechanisms [4,5] cannot be used to solve the network manager’s
problem (13).
In this paper, we present an alternative approach to the dynamic incentive design problem which is suitable for the model described in Section 2
with coupled dynamics and interdependent valuations. We utilize the intertemporal correlation among agents’ types to construct a cross inference signal
about the security type of agent i at each time which is independent of his
own reports. We use this signal to internalize the effect of each agent’s security
state on the overall network security through a set of incentive payments. The
idea of utilizing the correlation among agents’ types to extract their private
information was first exploited by Cremer and McLean in a static setting [9].
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They formed a cross inference signal for each agent by utilizing the correlation
among the realization of agents’ types, determined appropriate incentive payments that depend on the cross inference signals, and extracted the agents’
private information. However in dynamic settings, a time-by-time extension
of Cremer and McLean’s mechanism is not incentive compatible, because in
dynamic environments agents have more opportunities to deviate and each
agent can coordinate his strategies over time. We describe our approach for
designing an incentive compatible mechanism for dynamic settings below.
4 Specification of the Mechanism
We present a ‘Dynamic Cross Inference’ (DCI) mechanism that maximizes the
social welfare and satisfies the IC, IR and BB constraints; hence it solves the
network manager’s problem (13). The description of our mechanism is divided
into two parts: the allocation policy (at (·), t ∈ T ), and the monetary transfers
(pit (·), i ∈ N , t ∈ T ).
Allocation Policy: The specification of the allocation policy is based
on the premise that the mechanism is incentive compatible. In an incentive
compatible mechanism, at each time t, the agents report their true security
state to the network manager, i.e. rti = θti , i ∈ N , t ∈ T . Therefore, after
receiving the reports the network manager is confronted with a stochastic
control problem with complete information. In Section 7, we show that this
control problem always has an optimal stationary solution a∗ : Θn → N that
specifies an agent that must receive the security measure for each state θ t of
the network, independent of the time t and the public history ht . We choose
this optimal stationary solution as the allocation policy of our mechanism, i.e.
at (r t , ht ) = a∗ (r t ), ∀t ∈ T , ∀ht ∈ Ht . In Section 7, we discuss how the network
manager can find such an optimal policy.
Monetary Transfers: To obtain an incentive compatible mechanism, we
design monetary transfers so that they align each agent’s objective with the
social welfare. By doing so, there is no conflict of interests between the agents
and the network manager; thus, the agents have no objection to revealing their
private information to the network manager. The most common approach in
the literature for reconciling the conflict of interests between the agents and
the manager is to convert the individual utility of each agent into the social
welfare function W (7) by simply paying each agent i the total valuations of
other agents. This approach, which is the central idea behind Groves’ mechanisms, works only if the agents have private valuation and hence the total
valuation of all agents except i depends on the report of agent i only through
the determination of the social allocation. However, this condition is not satisfied in our problem because the agents’ valuations are interdependent. Indeed,
from (3)-(4) it is clear that the valuations of all agents except i depend directly
on agent i’s report.
To resolve this issue, we utilize the correlation between agent i’s security
j
, j 6= i, at time t + 1,
state θti at time t and other agents’ security states θt+1
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and form a cross inference signal about the security state of agent i that is
independent of his own reports. We use this cross inference signal to construct
a set of payments for time t + 1 such that, in expectation, every agent i ∈ N
receives the sum of all other agents’ valuation flow at t. By doing so, agent i’s
continuation payoff at time t is equal to the social surplus from time t onward.
Hence the agents are willing to reveal their true security types to the network
manager with whom they have no conflict of interest.
Specifically, let r −i
t denote the report profile of all agents except i at time
t. We define the cross inference signal for agent i at time t as follows:
(
j
0, if rt+1
= 0, ∀j ∈ Oi ,
i
(14)
mt =
1, otherwise,
where Oi := {j ∈ N : i ∈ N j } is the set of agents whose securities are
influenced by agent i’s security. We call these agents output neighbors of agent
i. If at time t + 1, all output neighbors of agent i report to be unsafe, the
manager interprets this as a signal that agent i was unsafe at time t. Otherwise,
she assesses agent i as a safe agent at time t.
By using the cross inference signal mit , we define the tax pit+1 (mit , r −i
t , at )
to be paid by agent i, i ∈ N , at time t + 1, as follows:
pit+1 (1, r −i
t , at ) =

1h X j i
−i
−
v (θt = 1, θ −i
t = r t , at )−
δ
j6=i

P(mit =

P(mit = 0|θti = 1, r −i
t , at )
−i
i
i
0|θt = 0, r t , at ) − P(mt = 0|θti

= 1, r −i
t , at )

α

lij

X
P
j∈O i :
or at =j

k∈N j lkj

i
,

rtj =1

(15)
and
pit+1 (0, r −i
t , at ) =

1h X j i
−i
−
v (θt = 0, θ −i
t = r t , at )+
δ
j6=i

P(mit

=

P(mit = 1|θti = 0, r −i
t , at )
i
i = 0|θ i
0|θt = 0, r −i
,
a
)
−
P(m
t
t
t
t

=

1, r −i
t , at )

α

lij

X
P
j∈O i :
or at =j

k∈N j lkj

i
,

rtj =1

(16)
−i
i
i
where P(mit |θti , r −i
t , at ) is the probability of mt given θt , r t and at , assuming
truthful reports of all agents except i. The tax incentives (15) and (16) of
our mechanism consist of two components. The first component in (15) and
(16) is an approximation of the sum of valuations of all agents except i; this
approximation is derived by assuming that the inference signal mit reveals
the correct type of agent i at time t, i.e. θti = mit . The second component of
the tax in (15) and (16) is a reward or a punishment based on the network
manager’s inference mit about the agent i’s type at time t. If the network

14

F. Farhadi, H. Tavafoghi, D. Teneketzis, and S. J. Golestani

manager interprets i as a safe agent at time t, i.e. mit = 1, she rewards him
P
l
by paying a fraction of the positive effect α j∈Oi :rj =1 or at =j P ijj lkj he
t
k∈N
had on the total valuations of his neighbors at time t (see 15). Otherwise, she
charges agent i a fraction of the negative effect he imposed on the network
(see 16). The sum of these components is multiplied by a factor of 1/δ as this
tax actually accounts for the performance of the network at time t, but it is
charged with one time step delay at time t + 1.
In the next section we show that the tax function pit+1 (mit , r −i
t , at ) incentivizes agents to tell the truth, however, when the agents adopt truthful strategies, the total amount of monetary transfers the network manager receives from
the agents is negative. This means that the mechanism runs a budget deficit
subsidizing agents. Therefore, to balance the budget, the network manager
charges each agent i a participation fee p̃i0 equal to the discounted value of the
subsidies he will get in the future. That is,
p̃i0 = −E{

∞
X

∗
δ t+1 pit+1 (mit , θ −i
t , at )},

(17)

t=0

where the expectation is taken with respect to the dynamics of the security
network and the initial distribution of the security states, which is assumed to
be common knowledge among the network manager and the agents, assuming
truthful reports of the agents. At time t = 0, after the mechanism is announced
to the agents and before realizing the first period’s security state θ0i , each agent
i decides whether or not to participate in the mechanism. If he decides to
participate, he should pay the participation fee p̃i0 given by (17). The manager
runs the mechanism only if all the agents decide to participate.
5 Properties of the DCI Mechanism
We prove that the DCI mechanism proposed in Section 4 solves the dynamic
incentive design problem (13) for the network manager. We establish this result by proceeding as follows. We first show that using the DCI mechanism the
network manager is able to align each agent’s interests with the social welfare
objective function (Lemma 1). We use this property to show that the mechanism is incentive compatible (Proposition 1) and can implement the socially
efficient outcome (Proposition 2). Then, we show that at the truth-telling equilibrium the expected sum of the monetary incentives provided to all strategic
agents is equal zero. This result establishes that the mechanism is budget balanced (Proposition 3). Finally, we prove that the positive benefit created for
each agent by the mechanism is high enough that strategic agents are willing
to pay the participation fees and participate in the mechanism. This result
establishes individual rationality of the DCI mechanism (Proposition 4). We
combine all these results in Theorem 1 to show that the DCI mechanism solves
the network manager’s problem (13).
We present the proofs of the following propositions, theorems and lemmas
in the Appendix.

An Efficient Dynamic Incentive Mechanism for Security in Networks

15

Lemma 1 The discounted expected value of the incentive payment every
agent i ∈ N gets at time t + 1 is equal to the sum of all other agents’ instantaneous valuation at time t; i.e.
X
δ E{−pit+1 (mit , θ −i
v j (θ t , at ), ∀θ t , at ,
(18)
t , at )} =
j6=i

where the expectation is taken with respect to the inference signal mit , assuming truthful reports of all agents except i.
Lemma 1 shows that even though the incentive payment pit+1 (mit , θ −i
t , at )
is independent of both agent i’s type and report, in expectation, it can convert agent i’s individual utility into the social objective. Therefore, the DCI
mechanism eliminates the conflict of interests between the network manager
and the agents, so agents are willing to reveal their true security states to the
network manager.
Proposition 1 The DCI mechanism with monetary payments (15)-(16) and
participation fees (17) is incentive compatible.
Since the mechanism is incentive compatible, agents report their true types
to the network manager. Therefore, the outcome of allocating resources based
on the policy a∗ , which is optimal under the complete information assumption,
coincides with the socially efficient outcome. These arguments establish the
following result.
Proposition 2 The DCI mechanism maximizes the social welfare function W
at its truth-telling equilibrium.
At truth-telling equilibrium, the expected value of the monetary incentives
each agent receives is equal to the participation fee (17) he has already paid.
Therefore, the manager neither profits nor subsidizes from the payments, but
solely pays the participation fee of each agent back to him as an incentive across
time, so as to incentivize him to tell the truth. This argument establishes the
following result.
Proposition 3 The DCI mechanism is budget balanced.
The next proposition shows that even though on the average, the agents
earn no ‘monetary’ benefit from participating in the mechanism, the nonmonetary benefits they get from receiving the security measures is high enough
that the agents are willing to participate in the DCI mechanism.
Proposition 4 The DCI mechanism satisfies the voluntarily participation requirement (11), and hence is individually rational.
We are now ready to state the main result of this section.
Theorem 1 The DCI mechanism is budget balanced, satisfies the IC and IR
constraints, and maximizes the social welfare W . Therefore, it is an optimal
solution to the network manager’s dynamic incentive design problem (13).

16

F. Farhadi, H. Tavafoghi, D. Teneketzis, and S. J. Golestani

6 Ex-post Individual Rationality and Ex-post Budget Balance
The form of individual rationality (IR) we have considered so far, is ex-ante
IR, where agents choose to participate in the mechanism at the beginning
of the time and before they even know their own initial security type. In an
ex-ante individually rational mechanism, each agent finds participating in the
mechanism, in expectation, more beneficial than opting out. However, this form
of IR does not guarantee the satisfaction of an agent from participating in the
mechanism after all information has been revealed and decisions and transfers
have been fully specified. In other words, although on the average each agent
gains from participating in the mechanism, since the allocations and payments
are uncertain and depend on the stochastic events that occur in the network,
there is always a risk for the agent to join. A mechanism is risk-free for the
agents if it satisfies the ex-post individual rationality constraint, meaning that
all agents gain from participating in the mechanism along any realization of
the information, payments and transfers.
The uncertainty of the payments is also a risk for the network manager.
According to Theorem 3, in the DCI mechanism the budget is balanced in
expectation. However, there is no guarantee that the mechanism does not run
large deficits in any single run. To assert budget balance along any realization
of the stochastic events, we need to satisfy an ex-post budget balance constraint.
In this section, by introducing a reputation-based payment we make the
above-mentioned risks for both the network manager and the agents arbitrarily
small. By doing so, the mechanism becomes approximate ex-post individually
rational and budget balanced.
Definition 1 We call a mechanism approximate ex-post IR and BB, if for
every given η, ζ > 0, the mechanism can adjust its payments so that
P{(1 − δ)

∞
X

h
i
−i i
i
i
δ τ v i (θ τ , aτ (θ −i
,
θ
,
h
))
−
p
(θ
,
θ
,
h
)
≤ U0i (a) − η} ≤ ζ,
τ
τ
τ
τ
τ
τ
τ

τ =0

(19)
for all i ∈ N , and
P{|(1 − δ)

∞
X
τ =0

δτ

X

piτ (θ τ−i , θτi , hτ )| ≥ η} ≤ ζ.

(20)

i∈N

That is, for any given η, ζ > 0, the mechanism can make both the probabilities that an agent losses more than η by participating in the mechanism,
and the network manager runs a deficit or surplus larger than η, below ζ.
The following lemma provides a sufficient condition for a mechanism to be
approximate ex-post IR and BB.
Lemma 2 A mechanism is approximate ex-post IR and BB, if 1) each agent’s
expected payment in the mechanism is zero; and 2) it can make the variance
of the agents’ payments arbitrarily small.
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The first condition of Lemma 2 is already satisfied in the DCI mechanism.
Therefore, to make the DCI mechanism approximate ex-post IR and BB, we
only need to make the variance of the agents’ payments arbitrarily small. For
that matter, we need the following technical assumption:
Assumption 1 The evolution of the system under the optimal allocation
policy a∗ is described by an ergodic uni-chain.
An ergodic uni-chain is a generalization of an ergodic Markov chain that
allows for some transient states. The purpose of Assumption 1 is to ensure that
the probability distribution over the states of the Markov chain converges as
time goes to infinity, i.e. the limiting distribution exists. The following theorem
provides an intuitive condition sufficient to guarantee that Assumption 1 is
satisfied.
Theorem 2 Assumption 1 is satisfied if the optimal policy always applies the
security measure to one of the unsafe agents of the network (if such an agent
exists) provided that the probabilities of both external attacks di , i ∈ N , and
internal attacks lij , i ∈ N , j ∈ N i , are strictly between 0 and 1.2
Under Assumption 1, we present a modified payment function that depends
on the history of the inference signals {mis , s ≤ t} rather the current one
mit , and satisfies the second condition of Lemma 2 maintaining the properties
stated in Theorem 1. In the original form of the DCI mechanism, the tax
pit+1 (mit , r −i
t , at ) each agent i pays at time t + 1 is determined only based
on the network manager’s assessment mit about his safety at time t. This
dependency on only one assessment makes the variance of agent i’s payment
high, since any change in the assessment mit would imply a corresponding
change in agent i’s payment. Now consider a tax policy with finite memory
K where agent i’s tax at each time t + 1 is determined based on the network
manager’s assessments of agent i’s security types during the last K periods,
i.e. mit−K+1 , . . . , mit . Under this policy, the history of previous assessments
builds a reputation for agent i that makes his payments less dependent on one
single assessment, and hence reduces the variance.
With this idea in mind, in contrast to the original memoryless tax policy,
the network manager provides a history-dependent tax policy by splitting the
tax pit of each agent i at each time t defined by (15-16), over the K next
periods through an installment agreement, such that the discounted sum of
his payments is equal to pit . The simplest installment agreement is to pay pit in
K equal-valued payments p̂it,t+k (δ, K), k = 0, . . . , K −1, so that the discounted
value of the payment p̂it,t+k (δ, K) at time t equals pit /K. That is,
p̂it,t+k (δ, K) =

pit
,
Kδ k

∀k = 0, . . . , K − 1,

(21)

2 In Section 7, we show that the sufficient condition of Theorem 2 is not always satisfied,
that is there exist some network instances where the optimal policy chooses a safe agent to
apply the security measure.
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where p̂it,t+k (δ, K) is the part of pit that must be paid by agent i at time t + k,
when discount factor is δ and the agreement period is K. Based on (21), we
can derive the total payment of agent i at time t as the summation of all
installments agent i pays at time t:
min (K−1,t−1)

p̂it (δ, K) =

X

min (K−1,t−1)

p̂it−k,t (δ, K) =

k=0

X

pit−k /Kδ k .

(22)

k=0

Then the total discounted payment of agent i ∈ N over time is
p̂i (δ, K) = (1 − δ)

∞
X

δ t p̂it (δ, K).

(23)

t=0

In the next theorem, we show that if agents are patient enough (use sufficiently large discount factor δ), the network manager can choose an appropriate K so as to make the variance of each agent’s payment p̂i (δ, K) arbitrarily
small.
Theorem 3 For each  > 0, there exists a threshold δ0 < 1, such that for all
δ > δ0 , the network manager can make the variance of each agent’s payment
smaller than .
Theorem 3 proves that the mechanism satisfies both conditions of Lemma 2
for sufficiently patient agents. Therefore, the mechanism is both approximate
ex-post individually rational and budget balanced. This argument establishes
the main result of this section.
Theorem 4 For δ sufficiently close to 1, the DCI mechanism with reputationbased payments maximizes the social welfare W , and ensures approximate
ex-post individual rationality and budget balance.

7 On Dynamic Optimal Policy for the Network Manager
In this section, we study the problem the network manager must solve to
find an optimal allocation policy a∗ when the agents reveal their security
states {θ t } truthfully. In this case, the network manager is faced with an
infinite horizon Markov decision process (MDP) with perfect observations and
time-independent dynamics and rewards, where the transition probabilities are
n
P
given by (1)-(2) and the instantaneous reward is r(θ t , at ) :=
v i (θ t , at ). For
i=1

this class of problems it is known that there exists stationary Markov policies
that are optimal [28]. An optimal stationary Markov policy can be determined
by the solution of a linear program that can be solved in polynomial time [23].
An interesting feature of the solution is that although in most cases the
network manager prefers to apply the security measure to an unsafe agent,
there are situations where it is optimal to allocate the security measure to a safe
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agent. In these cases, the level of threats the network is facing is so high that
the manager gives up on restoring the safety of the already attacked agents and
focuses on keeping the rest of the network safe. Below, we provide conditions
sufficient to ensure that it is optimal to allocate the security measure to an
unsafe agent (if it exists). Furthermore, we present an instances where this
sufficient condition is not satisfied, and it is optimal for the network manager
to allocate the security measure to a safe agent.
Theorem 5 Consider a fully connected network with n agents where di = d,
and lij = l, for all i, j ∈ N . If d(1 − h) ≤ l, that is, the probability of direct
attack to a protected agent is less than or equal to the probability of spreading
attack through a link, it is optimal to apply the security measure to an unsafe
agent at every state with at least one unsafe agent.
Theorem 5 provides a condition sufficient to satisfy the condition of Theorem 2, and thus Assumption 1. When this condition is not satisfied, we can
find instances where it is always optimal to apply the security measure to a
safe agent. One such instance is a network with four agents and the following
parameters: d = 0.5, h = 0.2 and l = 0.1. In this network, the probability
of external attacks d compared to the success probability h of the security
measure is so high that it is not optimal for the network manager to try to
eliminate the existing insecurities, and therefore, she focuses on preventing the
existing safe agents from getting attacked.

8 Conclusion
We studied a dynamic mechanism design problem for a network of interdependent strategic agents with coupled dynamics. In contrast to the existing
negative results for static settings, we presented a dynamic mechanism that
maximizes the social-welfare, and ensures ex-ante individual rationality and
ex-ante budget balance. The mechanism uses the inter-temporal correlation
among agents’ states to determine at each time, a set of inference signals
for all agents that are independent of their own reports. Utilizing this set
of inference signals we internalized each agent’s effect on the overall network
dynamic status, and thus, aligned each agent’s objective with the social welfare. Moreover, by using a collection of past inference signals instead of just
the most recent ones, we presented reputation-based payments that achieve
approximate ex-post individual rationality and budget balance.
The results we presented in this paper are under the assumptions that:
(i) the agents have no financial limitation and can pay any participation fee
upfront as long as their expected discounted utility is positive, (ii) the agents
have transferable and quasi-linear utility, and thus, can be incentivized using
monetary payments, and (iii) the network manager’s objective is to maximize
the social welfare. For future work, it would be interesting to investigate the
generalizations of our results by relaxing the above-mentioned assumptions
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namely as follows: (1) study the problem of dynamic incentive mechanism design when the agents have limited liability (i.e. an agent’s discounted utility
up to any time t cannot be more negative than an exogenously given finite
value), (2) investigate the problem of dynamic non-monetary incentive mechanism design where it is not possible to use monetary payments as incentives to
the agents, and (3) study the problem of dynamic incentive mechanism design
when the network manager has an arbitrary objective that is different from
social welfare.
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A Proof of Lemma 1:
Consider an arbitrary agent i ∈ N and time t ∈ T . The discounted value of the expected
incentive agent i gets at time t + 1 is
δ E{−pit+1 (mit , θ −i
t , at )} =
−i
−i
−i
i
i
i
i
− δ [P(mit = 0|θti , θ −i
t , at )pt+1 (0, r t , at ) + P(mt = 1|θt , θ t , at )pt+1 (1, r t , at )].

(24)

Substituting the tax incentives (15)-(16) in (24) we have
hX
−i
i
i
v j (0, θ −i
δ E{−pit+1 (mit , θ −i
t , at )−
t , at )} = P(mt = 0|θt , θ t , at )
j6=i

P(mit = 1|0, θ −i
t , at )
P(mit

=

0|0, θ −i
t , at )

−

P(mit

=

0|1, θ t−i , at )

P(mit = 1|θti , θ −i
t , at )

α

lij

X
P

j∈O i :
j
rt =1 or at =j

hX

i

k∈N j lkj

+

v j (1, θ −i
t , at )+

j6=i

P(mit = 0|1, θ −i
t , at )

α

−i
i
P(mit = 0|0, θ −i
t , at ) − P(mt = 0|1, θ t , at )

lij

X
P

j∈O i :
j
rt =1 or at =j

k∈N j

i
lkj

.

(25)

Using (3)-(4), we can show that
α

lij

X
P

j∈O i :
j
rt =1 or at =j

k∈N j

lkj

=

X

v j (1, θ −i
t , at ) −

j6=i

X

v j (0, θ −i
t , at ).

(26)

j6=i

Substituting (26) in (25) and rearranging, we obtain
δ E{−pit+1 (mit , θ −i
t , at )} =
−i
i
X
P(mit = 0|θti , θ −i
t , at ) − P(mt = 0|1, θ t , at )
−i
i
P(mit = 0|0, θ −i
t , at ) − P(mt = 0|1, θ t , at )

v j (0, θ −i
t , at )+

j6=i

−i
i
i
X
P(mit = 0|0, θ −i
t , at ) − P(mt = 0|θt , θ t , at )

v j (1, θ −i
t , at ) =
−i
i
P(mit = 0|0, θ −i
t , at ) − P(mt = 0|1, θ t , at ) j6=i
X
X
X
1{θi =0}
v j (0, θ −i
v j (1, θ −i
v j (θti , θ −i
t , at ) + 1{θti =1}
t , at ) =
t , at ),
t
j6=i

which completes the proof.

j6=i

(27)

j6=i



B Proof of Proposition 1:
We want to show that the DCI mechanism is incentive compatible. To prove this, we can
disregard participation fees (17) taken from the agents at the beginning of the mechanism,
since these participation fees are independent of the agents’ future reports, and hence do not
affect the agents’ strategies when they join the mechanism. To prove that the truth-telling
is the best strategy that each agent i can choose from each time t onward, using the one
shot deviation principle [6], we only need to show that for each i, t and θ t , telling the truth
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by agent i at time t maximizes his expected continuation payoff, i.e. rti = θti is a solution to
the following optimization problem
h
−i
i
i
max v i (θ t , a∗t (rti , θ −i
t )) − pt (mt−1 , r t−1 , at−1 )+
rti

−i
∗ i
δE{v i (θ t+1 , a∗t+1 (θ t+1 )) − pit+1 (mit , θ −i
t , at (rt , θ t ))}+

E{

∞
X

i
∗
δ τ −t (v i (θ τ , a∗τ (θ τ )) − piτ (miτ −1 , θ −i
τ −1 , aτ −1 (θ τ −1 )))} .

(28)

τ =t+2

Using Lemma 1 we can show that the problem (28) is equivalent to the following optimization
problem:
max
rti

n
hX

v j (θ t , a∗t (rti , θ −i
t ))+

j=1

E{

∞
X

δ τ −t

τ =t+1

n
X

i
v j (θ τ , a∗τ (θ τ ))} − pit (mit−1 , r −i
t−1 , at−1 ) .

(29)

j=1

Since the third term in the objective function of (29), i.e. pit (mit−1 , r −i
t−1 , at−1 ), is independent of rti , the optimal report of agent i is also a solution to the optimization problem below
which maximizes the social surplus from time t onward, i.e.
max
rti

n
hX

v j (θ t , a∗t (rti , θ −i
t )) + E{

∞
X

τ =t+1

j=1

δ τ −t

n
X

i
v j (θ τ , a∗τ (θ τ ))} .

(30)

j=1

Therefore, agent i’s objective is aligned with the social welfare. The allocation policy a∗ used
by the network manager is the policy that maximizes the social welfare under the centralized
information; therefore, the best strategy for agent i, whose objective is shown to be aligned
with the social welfare, is to trust the network manager and to provide her with truthful
information. Consequently, rti = θti is a solution to problem (30) and this establishes the
incentive compatibility of the DCI mechanism.


C Proof of Proposition 4:
We want to show that the DCI mechanism is individually rational, i.e. each agent prefers
the outcome of the mechanism to that attained by opting out. According to (17), the participation fee each agent pays to join the mechanism is equal to the the expected value of
the subsidies he gets at truth-telling equilibrium; therefore,
E{(1 − δ)

∞
X

i
δ τ piτ (θ −i
τ , θτ , hτ )} = 0, ∀i ∈ N .

(31)

τ =0

However, each agent’s valuation when he participates in the mechanism is greater than
or equal to the utility he gets when he opts out. This is because when agent i does not
participate in the mechanism the network manager allocates no security measure to any
agent which makes the security situation worse for all agents. Therefore,
E{(1 − δ)

∞
X

h
i
i
i
−i i
δ τ v i (θ τ , aτ (θ −i
τ , θτ , hτ )) − pτ (θ τ , θτ , hτ ) } =

τ =0
∞
X

E{(1 − δ)

i
i
δ τ v i (θ τ , aτ (θ −i
τ , θτ , hτ ))} ≥ E{U0 (a)}, ∀i ∈ N .

(32)

τ =0

This proves individual rationality of the DCI mechanism.
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D Proof of Theorem 1:
In Propositions 1-4 we prove that the DCI mechanism maximizes the social welfare function
W and is incentive-compatible, budget balanced, and individually rational. These results
proves that the DCI mechanism solves the network manager’s dynamic incentive design
problem (13).


E Proof of Lemma 2:
P∞
P
−i i
−i i
τ i
i
τ i
Let V i = (1 − δ) ∞
τ =0 δ v (θ τ , aτ (θ τ , θτ , hτ )) and P = (1 − δ)
τ =0 δ pτ (θ τ , θτ , hτ )
denote agent i’s total valuation and total payment, respectively. Using these notations, expost requirements (19)-(20) can be rewritten as
P{V i − P i ≤ U0i (a) − η} ≤ ζ, ∀i ∈ N ,

(33)

and
P{|

X

P i | ≥ η} ≤ ζ.

(34)

i∈N

In DCI mechanism and for any realization of the stochastic events, the valuation of the
agent when he participates in the mechanism is at least equal to his utility when opts out,
i.e. V i ≥ U0i (a). This is because, if agent i unilaterally opts out, the network manager
stops allocating security measures to the network agents, therefore, the epidemics spread
uncontrollably and all of the agents lose. Therefore, a condition sufficient to satisfy (33) is
P{|P i | ≥ η} ≤ ζ, ∀i ∈ N .

(35)

Suppose thatP
the conditions of Lemma 2 are satisfied. Due to condition (1), each P i ,
i ∈ N , and hence i∈N P i are zero-mean random variables. Therefore, using the Chebyshev
inequality, we have
P{|P i | ≥ η} ≤

V ar(P i )
, ∀i ∈ N .
η2

(36)

and
P{|

X

P i | ≥ η} ≤

P
V ar( i∈N P i )

i∈N

η2

≤

p
P
( i∈N V ar(P i ))2
η2

,

(37)

where the last inequality in (37) follows from Cauchy-Schwarz inequality.
According to condition (2), the mechanism can make the variance of the agents’ payments smaller than any bound  > 0. Let  = ζη 2 /n2 . Substituting V ar(P i ) ≤ ζη 2 /n2 ,
i ∈ N , in (36)-(37), we conclude inequalities (35) and (34), respectively, and establish that
the mechanism is approximate ex-post IR and BB.


F Proof of Theorem 2:
We divide the proof into two cases:
Case 1: h < 1. In this case we show that Markov chain M ∗ derived from the evolution of
the system under the optimal allocation policy is irreducible and aperiodic, hence is ergodic.
We prove this via several steps.
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Step 1. We show that in the Markov chain M ∗ every state is accessible from the clean
state θ = 1 where all agents are safe. A state θ̂ is said to be accessible from a state θ if
a system started in state θ has a non-zero probability of transitioning into state θ̂ in one
or more moves. If the system is in the clean state, since all the probabilities di , i ∈ N , lij ,
i ∈ N , j ∈ N i , and h are strictly between 0 and 1, for each agent i both the events that i
gets attacked at the next time or remains safe have non-zero probabilities. Therefore, any
state θ̂ is accessible from θ = 1 in just one move.
Step 2. We show that the clean state θ = 1 is accessible from any state θ̂ ∈ Θn . We
prove this by induction on the number of unsafe agents in the original/starting state θ̂, i.e.
P
K(θ̂) = n − i∈N θ̂i .
Base Case. Let K(θ̂) = 0. The only state in the network that has no unsafe agent is
the clean state; i.e. θ̂ = 1. Starting from the clean state the claim directly follows from Step
1.
Induction step. Suppose that the clean state is accessible from any state with at most
k unsafe agents. Now, let K(θ̂) = k + 1. In a state θ̂ with k + 1 unsafe agents, by the
assumption made in the statement of the theorem the network manager applies the security
measure to one of the unsafe agents, say agent i. Since the success probability h of the
security measure is non-zero, and the probabilities of new external or internal attacks to
agents are strictly less than one, there is a positive probability that the system transitions
to a state θ̃ where agent i is safe and no new agent gets attacked. In state θ̃ the number of
unsafe agents is k; therefore, by the induction hypothesis, the clean state is accessible from
θ̃. Since the accessibility relation is transitive, the clean state θ = 1 is accessible from the
starting state θ̂.
Conclusion. By the principle of induction, we have proved that the clean state is
accessible from every state.
Step 3. We show that the Markov chain M ∗ is irreducible. Since the accessibility relation
is transitive, it follows from Steps 1 and 2 that in M ∗ every state is accessible from every
other state. Therefore, the Markov chain M ∗ is irreducible.
Step 4. We show that the Markov chain M ∗ is aperiodic. For irreducible Markov chains,
either all states are periodic or all are aperiodic. Therefore, since in Step 3 we proved that
the Markov chain M ∗ is irreducible, it is enough to show that one of its states is aperiodic.
A sufficient condition for a state to be aperiodic is that it has a self-loop, i.e. starting from
that state the probability that the next state is the same as the current state is non-zero.
According to Step 1, in the Markov chain M ∗ the clean state has a self-loop. therefore, it is
an aperiodic state, and this proves the aperiodicity of the Markov chain M ∗ .
It follows from Steps 3 and 4 that the Markov chain M ∗ is both irreducible and aperiodic;
furthermore, M ∗ is finite-state, every state in it is positive recurrent. Therefore, M ∗ is
ergodic.
Case 2: h = 1. In this case we show that the Markov chain M ∗ consists of one class of
ergodic states and possibly one transient state, hence it is an ergodic uni-chain. We prove
this in two steps.
Step I. We show that in the Markov chain M ∗ every state θ̂ 6= 0 is accessible from
the clean state θ = 1. Let i = a∗ (1) denote the agent who receives the security measure
when the network is in the clean state. Since the probability of success when applying the
security measure is h = 1, starting from the clean state, agent i will keep his safety until the
next time slot. However, since the probabilities of external and internal attacks are strictly
between 0 and 1, other agents except i could be either safe or unsafe in the next time.
Therefore, all states with θ̂i = 1 are accessible from the clean state in just one move. Now
consider a state θ̂ 6= 0 with θ̂i = 0. Since θ̂ 6= 0 there is at least one agent j 6= i such that
θ̂j = 1. We show that θ̂ is accessible from the clean state in two moves. Consider a state θ̄
where θ̄j = 0, and θ̄k = 1, for all k 6= j, that is agent j is unsafe and all other agents are
safe. As a result of the argument of step 1, θ̄ is accessible from the clean state θ = 1 in one
move. By the assumption made in the statement of theorem, in state θ̄ the optimal policy
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applies the security measure to agent j, i.e. a∗ (θ̄) = j. As a result, agent j switches to the
safe state at the next time; all other agents may or may not get attacked, and each event
occurs with a positive probability. Thus, all states where agent j is safe, which includes θ̂,
are accessible from θ̄ in one move. Since θ̄ is itself accessible from the clean state in one
move, we can conclude that θ̂ is accessible from the clean state in two moves. Therefore,
every state θ̂ 6= 0 is accessible from the clean state in one or two moves.
Step II. We show that the Markov chain M ∗ is an ergodic uni-chain. Using the same
proof as in Step 2 of Case 1, we can show that the claim of Step 2 is still true when h = 1,
i.e. the clean state θ = 1 is accessible from every state. Therefore, due to the transitivity of
the accessibility relation, all states except 0 are accessible from each other. If state 0 is also
accessible from the clean state, using the same proof as in Steps 3 and 4 of Case 1, we can
show that the Markov chain is ergodic. However, if state 0 is not accessible from the clean
state, it is a transient state. For finite-state Markov chains, a state is transient if it is not
accessible from at least one of the states to which it has access. In this case, following the
proofs of Steps 3 and 4 of Case 1, we can show that the set of states except 0 is an ergodic
class. Therefore, the Markov chain is an ergodic uni-chain.


G Proof of Theorem 3:
Using the Cauchy-Schwarz inequality we have,
∞
∞
q
X
X
V ar(p̂i (δ, K)) = (1 − δ)2 V ar(
δ t p̂it (δ, K)) ≤ (1 − δ)2 (
δ t V ar(p̂it (δ, K)) )2 .
t=0

(38)

t=0

Equation (38) gives an upper bound for the variance of agent i’s total payment based on the
variances of his payments p̂it (δ, K) at each time t. Using (22), we can derive time-t variance
of agent i’s payment as
V ar(p̂it (δ, K)) =

1
K2

min (K−1,t−1)

X
k=0

1

2
K2

σi2 +

δ 2k

min (K−1,t−1) k−1
X
X
k=0

k0 =0

ρik−k0
δ k+k0

σi2 ,

(39)

where σi2 = V ar(pit ), t ∈ T , denotes the variance of agent i’s tax at each time t, and
ρik = Corr(pit , pit+k ), t ∈ T , k > 0, is the correlation coefficient between agent i’s tax
at any time t and t + k. Note that since the allocation policy and payment 
function of
the DCI mechanism are time-invariant, for each i ∈ N , the tax time-series pit , t ∈ T
is a stationary random process. Therefore, parameters such as, the variance σi2 and the
correlation coefficients ρik , k > 0, are independent of t.
We want to show that when the discount factor δ is large enough, the network manager
can choose an appropriate K so as to make V ar(p̂it (δ, K)) and hence V ar(p̂i (δ, K)), sufficiently small. First we consider the extreme case where δ = 1. In this case, we show that
the manager can achieve his goal by choosing the agreement period K large enough, since
V ar(p̂i (δ, K)) goes to zero when K goes to infinity. Setting δ = 1 in (39), we obtain
V ar(p̂it (1, K)) =

2
min (K, t) 2
σi + 2
K2
K

min (K−1,t−1) k−1
X
X
k=0

ρik−k0 σi2 .

(40)

k0 =0

When K goes to infinity, the first term of (40) goes to zero. We upper bound the second
term by taking the absolute value and using the triangle inequality as follows,
2
K2

min (K−1,t−1) k−1
X
X

ρik−k0 σi2 ≤

k0 =0

k=0

≤

2σi2
K2

2σi2
K2

min (K−1,t−1) k−1
X
X
k=0

k0 =0

min (K−1,t−1) k−1
X
X

ρik−k0

k=0

≤

ρik−k0

k0 =0
K−1 k−1
2σi2 X X i
ρk−k0
K 2 k=0 0
k =0
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K−1
2σi2 X
(K − l) ρil ,
K 2 l=1
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(41)

where the last inequality holds because all the terms in the summation are non-negative,
hence raising the upper bound of summation increases the total value. The last equality
follows from the change of variable l := k − k0 . We show that the upper bound derived in
(41) approaches zero when K goes to infinity. To prove this we use the following lemma.
Lemma 3 For the fixed allocation policy π ∗ , we have
lim ρil = 0,

l→∞

∀i ∈ N .

(42)

Proof By definition, we have ρil = Corr(pit , pit+l ), for all t ∈ T . Having fixed the allocation
policy, pit is a function of the network states at time t and t − 1, i.e.
pit = f (θ t−1 , θ t ).

(43)

Therefore, considering t = 1, we have
ρil = Corr(f (θ 0 , θ 1 ), f (θ l , θ l+1 )).

(44)

According to Assumption 1, the allocation policy π ∗ leads to an ergodic uni-chain. Therefore, independently of the initial states θ 0 and θ 1 , when l goes to infinity, the distribution
of the state of the network approaches the limiting distribution of the Markov chain. Consequently, when l goes to infinity, θ l and θ l+1 become independent of θ 0 and θ 1 . Functions of
independent random variables are also independent and hence are uncorrelated; therefore,
lim ρil = 0.

(45)

l→∞


Using the definition of limit, Lemma 3 says that for any  > 0, there is an l0 () such
that l > l0 () implies ρil < . Since we want to find the limit of the upper bound derived
in (41) when K approaches infinity, for each  > 0 we can assume that K > l0 () + 1. Then,
we have


l0 ()
K−1
K−1
X
X
2σi2 X
2σi2
i
i
i

(K − l) ρl  .
(K − l) ρl =
(K − l) ρl +
(46)
K 2 l=1
K2
l=1
l=l0 ()+1

According to the definition of l0 (), ρil < , for all l > l0 (). Moreover, due to the definition
of correlation coefficient, ρil ≤ 1 for all l ≤ l0 (). Using these bounds in (46) and computing
the series, we obtain


K−1
2σi2 X
(K − l0 ())(K − l0 () − 2)
i
2 l0 ()(2K − l0 () − 1)
(K
−
l)
ρ
+
.
≤
σ
i
l
K 2 l=1
K2
K2

(47)

The right-hand side of (47) goes to  σi2 when K goes to infinity. Since  could be any
arbitrary positive number, it implies that
lim

K→∞

K−1
2σi2 X
(K − l) ρil = 0.
K 2 l=1

(48)

Since a variance is always non-negative, from (40), (41), (47), and (48) it follows that
lim V ar(p̂it (1, K)) = 0.

K→∞

(49)
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Using (49), we conclude from (38) that
lim V ar(p̂i (1, K)) = 0.

(50)

K→∞

Summing (50) over all i ∈ N , we get
X

lim

K→∞

V ar(p̂i (1, K)) = 0,

(51)

i∈N

which, due to the definition of limit, is equivalent to
∀1 > 0, ∃K0 (1 ) > 0,

s.t.

K ≥ K0 (1 )

⇒

X

V ar(p̂i (1, K)) < 1 .

(52)

i∈N

Therefore, when δ equals one, for each 1 > 0, the network manager can find appropriate Ks
so as to make the total variance of all agents’ payments smaller than 1 . Such Ks obviously
make the individual variance of each agent’s payment less than 1 .
Now, we consider the case where δ < 1. In this case, the first term on the right hand
side of (39) is a geometric series with common ratio 1/δ 2 > 1, hence it diverges as K goes
to infinity. This is expected because when the value of money is discounted over time agents
must pay larger installments in the future to compensate a tax in the past. Thus, if the
agreement period is too long, the installments of the agents become large and the variance
of the payments tends to infinity. Therefore, in this case in order to make the risk of agents
arbitrarily small, the network manager must choose an appropriate agreement period K,
far away from zero and infinity, so as to strike a balance between the positive effects of
reputation and the negative
Peffects of large installments. This goal is achievable due to the
continuity of the function i∈N V ar(p̂i (δ, K)) with respect to δ.
P
i
For each K > 0,
i∈N V ar(p̂ (δ, K)) is a continuous function of δ. Therefore, by the
definition of continuity, we have

∀2 > 0, ∃δ0 (K, 2 ) < 1, s.t. δ > δ0 (K, 2 ) ⇒

X

V ar(p̂i (δ, K)) −

i∈N

X

V ar(p̂i (1, K)) < 2 .

i∈N

(53)
For each  > 0, consider 1 = 2 = /2. Then, from (52) we get
X

V ar(p̂i (1, K0 (/2))) < /2.

(54)

i∈N

Considering K = K0 (/2), it follows from (53) that
δ > δ0 (K0 (/2), /2) ⇒

X

V ar(p̂i (δ, K0 (/2))) <  ⇒ V ar(p̂i (δ, K0 (/2))) < , ∀i ∈ N ,

i∈N

(55)
where the last step follows because of the non-negativity of variance. Therefore, for each
 > 0, there exists a threshold δ0 (K0 (/2), /2), such that for all δ > δ0 (K0 (/2), /2), the
network manager can make the variance of each agent’s payment smaller than  by choosing
K = K0 (/2). This completes the proof of Theorem 3.


H Proof of Theorem 5:
Due to symmetry, we can capture the state of the system by a new state variable s =

n
P

θi

i=1

which only counts the number of safe agents. We can also define a new action variable
b ∈ {0, 1}, where b = 0 (b = 1) represents the act of healing an unsafe (safe) agent. It is easy
to show that the optimal value function V ∗ (s) is increasing in s, meaning that a state with
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a greater number of safe agents is strictly preferred to a state with smaller number of safe
agents.
To prove the theorem, we should show that if the condition holds, π ∗ (s) = 0, for all
s < n, which is trivial when s = 0, and is equivalent to showing
X
X
r(s, 0) + δ
P (s0 |s, 0)V ∗ (s0 ) ≥ r(s, 1) + δ
P (s0 |s, 1)V ∗ (s0 ),
(56)
s0

s0

when s ∈ [1, n − 1]. We prove (56) in two steps.
Step 1: We show that r(s, 0) ≥ r(s, 1), for all s ∈ [1, n − 1]. Due to (4), we have
r(s, 0) = s(1 + α

s
s−1
s−1
)+α
≥ s(1 + α
) = r(s, 1),
n−1
n−1
n−1

(57)

where the inequality holds because α is positive.
Step 2: We prove that P (.|s, 0) has first order stochastic dominance (FSD) over P (.|s, 1),
for all s ∈ [1, n − 1]. To this end, we show that P (s0 ≥ k|s, 0) ≥ P (s0 ≥ k|s, 1), for all k.
Let n0 and n1 denote one of the unsafe and one of the safe agents, respectively. Therefore,
due to symmetry, choosing each action variable b ∈ {0, 1} is equivalent to applying security
measure to agent nb . Now we have
X 0
P (s0 ≥ k|s, b) = P (
θ i ≥ k|s, a = nb ) =
i

X

P(

i6=n0 ,n1

θ

0

i

X

≥ k|s) + P (

θ

0

i

= k − 1|s)P (θ

0

n0

+θ

0

n1

≥ 1|s, a = nb )+

i6=n0 ,n1

P(

X

θ

0

i

= k − 2|s)P (θ

0

n0

+θ

0

n1

= 2|s, a = nb ),

(58)

i6=n0 ,n1

for b = 0, 1. The terms that depend on b can be computed as follows:
P (θ
P (θ
P (θ
P (θ

0

n0

0

n0

0

n0

0

n0

+θ
+θ
+θ
+θ

0

n1

0

n1

0

n1

0

n1

= 2|s, a = n1 ) = 0,

(59a)
2(n−s)−1

= 2|s, a = n0 ) = h(1 − d)(1 − d(1 − h))(1 − l)
n−s

≥ 1|s, a = n1 ) = (1 − d(1 − h))(1 − l)

,

,

(59b)
(59c)

n−s−1

≥ 1|s, a = n0 ) = 1−(1 − h(1−d(1 − h))(1 − l)

)(1 − (1 − d)(1 − l)

n−s

).
(59d)

These probabilities (59a)-(59d) are derived from (2) by setting N i = N − i which is true for
completely connected networks. It can be shown by some simple algebra that, if d(1 − h) ≤
l, (59b) and (59d) are greater than or equal to (59a) and (59c), respectively, and these
inequalities complete the proof of Step 2.
Since V ∗ (s) is increasing in s, we conclude from the above steps that (56) holds for all
s ∈ [1, n − 1], therefore, the assertion of Theorem 5 is established.


